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Abstract

This paper describes elliptic curve cryptosystemd] ECCs[] which are expected to become the
next-generation public key systems. This paper also describes Fujitsu Laboratories’s studies of
ECCs.

The ECC was invented in 1985. It requires a shorter key length than the RSA crytopsystem,
which is the defacto standard of public key cryptosystems, but provides equivalent security. Because
of the shorter key length, ECC can be implemented with less processing time and less hardware.

First, we outline the principle of ECC, and describe a typical digital signature algorithm. To
explain the security of ECC, we also report on the latest attacks on ECC. Then, we describe the
results of our study concerning safe parameter generation for ECC and the fast implementation of
ECC using software and a digital signal processor] DSP[]

We think that ECC will be used widely as a base technology of electronic information services.
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Fig.1-Addition rule over the elliptic curve.
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