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High-Speed IPsec Processing Engine

MB86978

Development Concept

As broadband networks have been Figure 1 Current IPsec-Oriented VPN Router
spreading, broadband routers supporting
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device throughputs during static routing Y

and IPsec routing.

As il!ustrated, it is difficult for the current Figure 2 VPN Router Using MB86978
architecture based on a PCI bus to

The MB86978 is an IPsec accelerator engine in the Inline Architecture. : -
achieve sufficient throughputs.

When configured appropriately, this LSI provides encryption and

. . o . ) To solve this problem, Fujitsu has Speed of 100Mbps S IPsec Processing
decryption at a full wire speed of 100 Mbps bidirectionally. Unlike developed this IPsec engine LS delivers in bothdirections °§ s/ |
conventional IPsec processing engines in a lookaside architecture, the full-wire-speed throughput Inline IPsec B go| fRoMINg Processing

_ MB86978 enables bidirectional transfer via IPsec at a full wire speed of routing as shown in the Figure 2. Clear |/ IPsec g
| 100 Mbps. The LSl is best suited for upcoming broadband VPN routers Packet Packet | £ 22
= | which require high-speed, low-delay, and low-fluctuation routing. 0 500 1000 1500
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B VPN : Virtual Private Network
IPsec : Internet Protocol Security Specifications and Configuration Enhancements
e Encryption function : DES/3DES, AES Connecting the extended classifier LSI (MB86979) to the ESA
e Authentication function : HMAC-SHA-1, HMAC-MD5 interface of the MB86978 dramatically increases the number of
e IKE support : IKE Engine tunnels. 3 _ _
Features o Number of tunnels - 64 (Encoding direction: 64 One extended classifier LSI provides 512 tunnels and up to eight
’ b . N can be connected to the MB86978, where the maximum
ecoding direction: 64) number of tunnels is 4096
e Inline IPsec processing e Host interface : 16/32bits SRAM interface '
The MB869_78 providgs the fgllowing features to perform IPsec processing at full wire speed. e MAC block : Conformed to IEEE802.3 (DIX type), Example of Using Extended classifier LSIs
(1) Full-wire encoding engine MII/RMII I/F of a WAN/LAN one port each
DES/3DES (CBC mode), AES (CBC mode, Key length 128/192/256bits) e Supply voltage : Dual power supplies at 1.8V and 3.3V MAX 8
(2) Full-wire authentication engine e Operating frequency  : MAX 66MHz
HMAC-SHA-1, HMAC-MD5 e Package : FBGAS337 (13mm x 13mm x 1.15mm)
(3) SA (Security Association) database e Manufacturing process : 0.18um Manufacturing process

Available setting of up to 64 SAs (Encoding direction: 64, Decoding direction: 64) MB86978 block diagram
I

IKE support

Incorporating a function block to boost IKE calculation. En;,%ﬁff" «— 3  smiBlock
: < > MB86978
Choice of tunnel and transport modes selectable — o ESA I/EBus
Supporting both of tunnel mode and transport mode. In tunnel mode, the LSI processes tunnel headers. _ > ESA IIF
. Authentication
Applicable packets Engine -
Supporting IPv4/IPv6, PPPoE, VLAN, NAT-Traversal, etc. [ HMAC-SHA1 | LAN Port
pp g HMAC-MD5 = [ MAC Control «mm}
Two ports for RMII/MII interface Eer— I _
Two 10/100BASE-T/TX interface ports: One on the Internet side and the other on the routing function side. Engine Evaluation/Development Board
DES/3DES < 4_: Host Interface “@mﬂ}
i AES < >
CS:aA g;teagf eszei)((jti(ra\n?hc:enSA database with an extended classifier LS| connected externall e i £n evaluation/development hoard ls avallable for supporting
P g v P — 3 Bxpansion SA the development of MB86978-based products. Fujitsu will

also provide one for use on the Linux platform.



